
ARSHAD TK 

Malappuram, Kerala, India | +91 9061999741 | arshadtk767@gmail.com| LinkedIn | github 

 

PROFESSIONAL SUMMARY 

Motivated and detail-oriented entry-level Cybersecurity professional with hands-on experience in penetration 
testing fundamentals, web application security, and network traffic analysis. Currently pursuing an Advanced 
Diploma in Information Security (ADIS) at Offenso Academy. Proficient in industry-standard tools including 
Burp Suite, Nmap, Metasploit, and Wireshark. Passionate about identifying vulnerabilities, analyzing threats, 
and contributing to a stronger security posture in a professional environment. 
 

EDUCATION 

Advanced Diploma in CyberSecurity (ADIS) 2025 – Present 
Offenso Academy, Calicut, Kerala 

Higher Secondary Education – (Commerce)  2023 – 2025 
Higher Secondary School, Kalpakanchery, Kerala 
 

SKILLS 

Networking                     Web Application Security               SQL Injection                 Enumeration                                 
Privilege Escalation  

 

TOOLS 
Nmap                             Burp Suite                                      Metasploit                       Wireshark 
WPScan                         Gobuster                                        Nikto                               SQLmap   
Ffuf                                 Hydra                                             Docker 

 

PROJECTS 

PhishGuard AI — AI-Powered Phishing Detection Tool 

 Built an AI-based phishing detection tool using ML + heuristic analysis  

 Detected threats across URLs, emails, and HTML (spoofing, typosquatting, scripts) 

 Developed Flask API + dashboard + CLI with real-time risk scoring  

ReconX — Multi-Threaded Reconnaissance Tool 

 Developed a Python-based recon tool for subdomain discovery and live host detection  

 Identified sensitive files and leaked secrets (API keys, tokens, credentials)  

 Implemented multi-threaded scanning with structured reporting (JSON/TXT)  

 

CERTIFICATIONS  

Certified Cybersecurity Educator Professional (CCEP) March 2026 
Red Team leaders | Verify: courses.redteamleaders.com/exam-completion/f62d75043c1e1712 
 

LANGUAGES 
English, Malayalam  
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